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Abstract: The notion “risk governance” refers to an integrated concept on how to deal 

with public risks in general, and so-called complex, ambiguous and uncertain risks in 

particular. These ideas have been informed by interdisciplinary research drawing from 

sociological and psychological research on risk, Science & Technology Studies (STS) and 

research by policy scientists and legal scholars. The notion of risk governance pertains to 

the many ways in which many actors, individuals and institutions, public and private, deal 

with risks. It includes formal institutions and regimes and informal arrangements. It thus 

pertains to the complex whole of what traditionally has been called -and treated as 

separate activities- “risk assessment”, “risk management” and “risk communication”. 

After a short summary of the roots of risk governance, key concepts, such as simple, 

uncertain, complex and ambiguous risks, will be discussed. The main emphasis will be on 

each of the five phases of risk governance: pre-assessment, appraisal, risk 

characterization/evaluation; risk management and risk communication. The paper will 

first provide some theoretical and conceptual thoughts on how to design risk management 

programs based on risk reduction, resilience and discourse.   

Keywords: Risk governance, risk management, risk assessment, risk perception, risk 

evaluation, complexity, uncertainty, ambiguity, resilience, discourse 

1.     Introduction 

     In today’s world of globalized trade, travel and communication, an ever larger number 

of risks have a trans-boundary impact, crossing national and regional frontiers: large-scale 

electricity blackouts, chemical accidents and risks related to emerging technologies have 

all affected various parts of the world only recently. Even these risks seem limited, 

however, when compared to those that can and do go global – and which, as a result of the 

rapid movement of people, goods and information, do so almost real-time. A highly 

topical example is that of the potential avian influenza epidemic; other examples include 

energy supply and price fluctuations and the political and psychological impacts of the 

9/11 terror attacks. The International Risk Governance Council
1  

[1] has developed a 

framework for risk governance to help analyze how society could better address and 

                                                           
1  This manuscript is based on four major documents: IRGC (International Risk Governance Council) (2005) 

Risk Governance – Towards an Integrative Approach, White Paper no 1, authored by O. Renn with an Annex by P. 
Graham, IRGC, Geneva; Renn, O. and Walker, K. (2008) ‘Lessons Learned: A Re-Assessment of the IRGC 
Framework on Risk Governance’, in O. Renn and K. Walker (eds): The IRGC Risk Governance Framework: Concepts and 
Practice, Springer, Heidelberg and New York, pp 331-367; O. Renn (2008): Risk Governance: An Application of 
Analytic-Deliberative Policy Making. In: K.B. Misra (ed.): Handbook of Performability Engineering. Springer: London pp. 
743-754 and Renn, O (2008): Risk Governance: Coping with Uncertainty in a Complex World. Earthscan: London 
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respond to such risks. To this end, the IRGC’s framework maps out a structured approach 

which guides its user through the process of investigating global risk issues and designing 

appropriate governance strategies. 

     This approach combines scientific evidence with economic considerations as well as 

social concerns and societal values and, thus, ensures that any risk-related decision draws 

on the broadest possible view of risk. The approach also states the case for an effective 

engagement of all relevant stakeholders.  

     The framework is currently being tested for efficacy and practicability – i.e., can the 

framework help ensure that all relevant issues and questions are being addressed, and, 

does it support the development of appropriate risk governance strategies. The target 

audience of the framework includes all professionals who deal with risk assessment, 

evaluation or management, including private and public authorities. In order to 

demonstrate that the framework is practically useful for these target groups in mind, 

several tests have been conducted in the form of short case studies applying the 

framework to different risks, including those related to genetically modified organisms, 

stem cells, nature-based tourism and the European gas infrastructure [2]. The results from 

these tests will serve as input to any necessary revisions to the framework.  

The framework offers two major innovations to the risk field: the inclusion of the societal 

context and a new categorization of risk-related knowledge. 

Inclusion of the societal context: Besides the generic elements of risk assessment, 

risk management and risk communication, the framework gives equal importance to 

contextual aspects which, either, are directly integrated in a model risk process as lined 

out below as well as additional elements or, otherwise, form the basic conditions for 

making any risk-related decision. Categorization of risk-related knowledge: The 

framework also proposes a categorization of risk which is based on the different states of 

knowledge about each particular risk, distinguishing between ‘simple’, ‘complex’, 

‘uncertain’ and ‘ambiguous’ risk problems [2].  

2.     Scope of the Proposed Framework 

      In this paper we adopt the definition by Aven and Renn [3, 4] for characterizing risk:   

Risk is uncertainty about and severity of the consequences (or outcomes) of an activity 

with respect to something that humans value.  

     Severity refers to intensity, size, extension, scope and other potential measures of 

magnitude, and affects something that humans value (lives, the environment, money, etc). 

Losses and gains, for example expressed by money or the number of fatalities, are ways of 

defining the severity of the consequences.  It is important to note that the uncertainties can 

relate to the initiating events as well as the consequences following the events.  

     The main features of this definition are illustrated in Figure 1. For a systematic review 

of risk topics, it is helpful to distinguish between the risk agent (such as a chemical or a 

technology) and the risk absorbing system (such as a building, an organism or an 

ecosystem). Addressing complex structures of risk agents requires methods for causal 

modelling and data analysis. With respect to risk absorbing systems the emphasis is on 

vulnerability which denotes the extent to which the risk absorbing system reacts to the 

stress induced by the risk agent [1]. More formally, in line with the risk definition we can 

define vulnerability as uncertainty about and severity of the consequences, given the stress 

induced by the risk agent (for example an attack).    

     Probabilities may be used as a tool to express both types of uncertainties (related to 

events and the consequences). However, a probability is not a perfect tool for this 
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purpose: The assigned probabilities are conditional on specific background knowledge, 

which includes assumptions and suppositions. 

 

 

 

 

 

 

Figure 1: Illustration of the Risk Definition (modelled after [3]) 

     This knowledge could be poor, and the assumptions and suppositions may turn out to 

be erroneous, the result being that the probabilities assigned lead to poor predictions. 

Surprises relative to the assigned probabilities may occur, and by just addressing 

probabilities such surprises may be overlooked. This is why we stress the additional 

aspect of uncertainty in addition to probability assessments. Often risk refers to relative 

frequencies of events over a specific time period (for example car accidents). These 

frequencies can normally be articulated in the format of a probability statement (for 

example, the probability of being injured or killed in a car accident in relation to time or to 

distance travelled). 

     Based on this definition, we do not cover all risk areas but confine out efforts to 

(predominantly negatively evaluated) risks that lead to physical consequences in terms of 

human life, health, and the natural and built environment. It also addresses impacts on 

financial assets, economic investments, social institutions, cultural heritage or 

psychological well-being as long as these impacts are associated with the physical 

consequences
2
. In addition to the strength and likelihood of these consequences, the 

framework emphasizes the distribution of risks over time, space and populations. In 

particular, the timescale of appearance of adverse effects is very important and links risk 

governance to sustainable development (delayed effects).  

     In this document we distinguish risks from hazards. Hazards describe the potential for 

harm or other consequences of interest. These potentials may never even materialize if, 

for example, people are not exposed to the hazards or if the targets are made resilient 

against the hazardous effect (such as immunization). In conceptual terms, hazards 

characterize the inherent properties of the risk agent and related processes, whereas risks 

describe the potential effects that these hazards are likely to cause on specific targets such 

as buildings, ecosystems or human organisms and their related probabilities. 

     Furthermore, our framework places most attention on risk areas of global relevance 

(i.e., transboundary, international and ubiquitous risks) which additionally include large-

scale effects (including low-probability, high-consequence outcomes), require multiple 

stakeholder involvement, lack a superior decision-making authority and involve the 

potential to cause wide-ranging concerns and outrage.  

3. Risk in a Broader Context 

     The focus on risk should be seen as a segment of a larger and wider perspective on 

how humans transform the natural into a cultural environment with the aims of improving 

living conditions and serving human wants and needs [5].These transformations are 

performed with a purpose in mind (normally a benefit to those who initiate them). When 

                                                           
2  Although the IRGC focuses on physical risks and their secondary implications, the framework may also be 

extended to allow for the investigation of financial, social or political risks as primary risk consequences.  

Activity Events and 

consequences

Uncertainty

Risk 

Severity



352                                                            O. Renn and P. Sellke 

implementing these changes, intended (or tolerated) and unintended consequences may 

occur that meet or violate other dimensions of what humans value. Risks are not taken for 

their own sake; rather more they are, actively or passively, incurred because of their being 

an integral factor in the very activity that is geared towards achieving the particular human 

need or purpose. In this context, it is the major task of risk assessment to identify and 

explore, preferably in quantitative terms, the types, intensities and likelihood of the 

(normally undesired) consequences related to a risk. In addition, these consequences are 

associated with special concerns that individuals, social groups or different cultures may 

attribute to these risks. They also need to be assessed for making a prudent judgment 

about the tolerability or acceptability of risks. Once that judgment is made it is the task of 

risk management to prevent, reduce or alter these consequences by choosing appropriate 

actions. As obvious as this distinction between risk and concern assessment (as a tool of 

gaining knowledge about risks) and risk management (as a tool for handling risks) appears 

at first glance, the distinction becomes blurred in the actual risk governance process.  

     This blurring is due to the fact that assessment starts with the respective risk agent or 

source and tries to both identify potential damage scenarios and their probabilities and to 

model its potential consequences over time and space, whereas risk management oversees 

a much larger terrain of potential interventions [6, 7]. Risk management may alter human 

wants or needs (so that the agent is not even created or continued). It can suggest 

substitutes or alternatives for the same need. It can relocate or isolate activities so that 

exposure is prevented, or it can make risk targets less vulnerable to potential harm. Risk 

assessment and management are therefore not symmetrical to each other: management 

encompasses a much larger domain and may even occur before assessments are 

performed. It is often based on considerations that are not affected by or part of the 

assessment results. In more general terms, risk management refers to the creation and 

evaluation of options for initiating or changing human activities or (natural and artificial) 

structures with the objective being to increase the net benefit to human society and 

prevent harm to humans and what they value. The identification of these options and their 

evaluation is guided by systematic and experiential knowledge gained and prepared for 

this purpose by experts and stakeholders. A major proportion of that relevant knowledge 

comprises the results of risk assessments. However, risk managers also need to act in 

situations of ‘non-knowledge’ or insufficient knowledge about potential outcomes of 

human actions or activities. 

     The most complex questions emerge, however, when one looks at how society and its 

various actors actually handle risk. In addition to knowledge gained through risk 

assessments and/or option generation and evaluation through risk management, the 

decision-making structure of a society is itself highly complicated and often fragmented. 

Apart from the structure itself – the people and organizations that share responsibility for 

assessing and managing risk – one must also consider the need for sufficient 

organizational capacity to create the necessary knowledge and implement the required 

actions, the political and cultural norms, rules and values within a particular societal 

context and the subjective perceptions of individuals and groups. These factors leave their 

marks on the way risks are treated in different domains and socio-political cultures. To 

place risk within a context of – sometimes closely interwoven – decision making 

structures such as those prevalent in governments and related authorities, in the corporate 

sector and industry, in the scientific community and in other stakeholder groups is of 

central concern to the IRGC.  

     In the last decade the term ‘governance’ has experienced tremendous popularity in the 

literature on international relations, comparative political science, policy studies, 

sociology of environment and technology as well as risk research. On a national scale, 
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governance describes structures and processes for collective decision making involving 

governmental and non-governmental actors [8]. Governing choices in modern societies is 

seen as interplay between governmental institutions, economic forces and civil society 

actors (such as NGOs). At the global level, governance embodies a horizontally organized 

structure of functional self-regulation encompassing state and non-state actors bringing 

about collectively binding decisions without superior authority (c.f. [9, 10]). In this 

perspective non-state actors play an increasingly relevant role and become more 

important, since they have decisive advantages of information and resources compared to 

single states.  

It is useful to differentiate between horizontal and vertical governance [11, 12]. The 

horizontal level includes the relevant actors in decision making processes within a defined 

geographical or functional segment (such as all relevant actors within a community, 

region, nation or continent); the vertical level describes the links between these segments 

(such as the institutional relationships between the local, regional and state levels). 

     ‘Risk governance’ involves the ‘translation’ of the substance and core principles of 

governance to the context of risk and risk-related decision-making [13]. In IRGC’s 

understanding, risk governance includes the totality of actors, rules, conventions, 

processes, and mechanisms concerned with how relevant risk information is collected, 

analyzed and communicated and management decisions are taken. Encompassing the 

combined risk-relevant decisions and actions of both governmental and private actors, risk 

governance is of particular importance in, but not restricted to, situations where there is no 

single authority to take a binding risk management decision but where, instead, the nature 

of the risk requires the collaboration of and co-ordination between a range of different 

stakeholders. Risk governance however not only includes a multifaceted, multi-actor risk 

process but also calls for the consideration of contextual factors such as institutional 

arrangements (e.g., the regulatory and legal framework that determines the relationship, 

roles and responsibilities of the actors and co-ordination mechanisms such as markets, 

incentives or self-imposed norms) and political culture, including different perceptions of 

risk. 

     When looking at risk governance structures there is no possibility of including all the 

variables that may influence the decision making process; there are too many. Therefore it 

is necessary to limit one’s efforts to those factors and actors that, by theoretical reasoning 

and/or empirical analysis, are demonstrably of particular importance with respect to the 

outcome of risk governance. The IRGC has highlighted the following aspects of risk 

governance which extend beyond risk assessment and risk management: 

• the structure and function of various actor groups in initiating, influencing, 

criticizing and/or implementing risk policies and decisions; 

• risk perceptions of individuals and groups; 

• individual, social and cultural concerns associated with the consequences of 

risk; 

• the regulatory and decision-making style (political culture); 

• the requirements with respect to organizational and institutional capabilities 

for assessing, monitoring and managing risks (including emergency 

management). 

     In addition to these analytical categories, this document also addresses best practice 

and normative aspects of what is needed to improve governance structures and processes 

[14]. With respect to best practice it is interesting to note that often risk creators, in 

particular when directly affected by the risk they generate, engage in risk reduction and 

avoidance out of self-interest or on a voluntary basis (e.g., industry ‘gentleman’s 
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agreements’, self-restriction, industry standards). Other stakeholders’ efforts in risk 

governance therefore have to be coordinated with what is tacitly in place already. The 

emphasis here is on cooperative models of public-private partnerships forming a 

governance system that aims at effective, efficient and fair risk management solutions.  

4.    The Risk Governance Framework 

     The framework’s risk process, or risk handling chain is illustrated in Figure 2
3
. It 

breaks down into three main phases: ‘pre-assessment’, ‘appraisal’, and ‘management’. A 

further phase, comprising the ‘characterization’ and ‘evaluation’ of risk, is placed between 

the appraisal and management phases and, depending on whether those charged with the 

assessment or those responsible for management are better equipped to perform the 

associated tasks, can be assigned to either of them – thus concluding the appraisal phase 

or marking the start of the management phase. The risk process has ‘communication’ as a 

companion to all phases of addressing and handling risk and is itself of a cyclical nature. 

However, the clear sequence of phases and steps offered by this process is primarily a 

logical and functional one and will not always correspond to reality.  
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Figure 2: The IRGC Risk Governance Process 

The Pre-Assessment Phase 

     Risks are mental ‘constructions’ [15]. They are not real phenomena but originate in the 

human mind. Actors, however, creatively arrange and reassemble signals that they get 

from the 'real world' providing structure and guidance to an ongoing process of reality 

enactment. So risks represent what people observe in reality and what they experience. 

The link between risk as a mental concept and reality is forged through the experience of 

actual harm (the consequence of risk) in the sense that human lives are lost, health impacts 

can be observed, the environment is damaged or buildings collapse. The invention of risk 

as a mental construct is contingent on the belief that human action can prevent harm in 

advance. Humans have the ability to design different futures, i.e., construct scenarios that 

serve as tools for the human mind to anticipate consequences in advance and change, 

within constraints of nature and culture, the course of actions accordingly. 

                                                           
3      Figure 2 was initially published in [1] and reproduced here with permission. 
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     The status of risk as a mental construct has major implications on how risk is looked at. 

Unlike trees or houses, one cannot scan the environment, identify the objects of interest, 

and count them. Risks are created and selected by human actors. What counts as a risk to 

someone may be an act of God to someone else or even an opportunity for a third party. 

Although societies have over time gained experience and collective knowledge of the 

potential impacts of events and activities, one cannot anticipate all potential scenarios and 

be worried about all the many potential consequences of a proposed activity or an 

expected event. By the same token, it is impossible to include all possible options for 

intervention. Therefore societies have been selective in what they have chosen to be worth 

considering and what to ignore [16], [17], [18]. 

     Based on these preliminary thoughts, a systematic review of risk-related actions needs 

to start with an analysis of what major societal actors such as e.g., governments, 

companies, the scientific community and the general public select as risks and what types 

of problems they label as risk problems (rather than opportunities or innovation potentials, 

etc.). In technical terms this is called ‘framing’. The process of framing is already part of 

the governance structure since official agencies (for example food standard agencies), risk 

and opportunity producers (such as the food industry), those affected by risks and 

opportunities (such as consumer organizations) and interested bystanders (such as the 

media or an intellectual elite) are all involved and often in conflict with each other when 

framing the issue. What counts as risk may vary among these actor groups. Consumers 

may feel that all artificial food additives pose a risk, whereas industry may be concerned 

about pathogens that develop their negative potential due to the lack of consumer 

knowledge about food storage and preparation. Environmental groups may be concerned 

with the risks of industrial food versus organic food. Whether a consensus evolves about 

what requires consideration as a relevant risk depends on the legitimacy of the selection 

rule. The acceptance of selection rules rests on two conditions: first, all actors need to 

agree with the underlying goal (often legally prescribed, such as prevention of health 

detriments, or guarantee of an undisturbed environmental quality, for example purity laws 

for drinking water); secondly, they need to agree with the implications derived from the 

present state of knowledge (whether and to what degree the identified hazard impacts the 

desired goal). 

     A second part of the pre-assessment phase concerns the institutional means of early 

warning and monitoring. Even if there is a common agreement of what should be framed 

as (a) risk issue(s), there may be problems in monitoring the environment for signals of 

risks. This is often due to a lack of institutional efforts to collect and interpret signs of risk 

and deficiencies in communication between those looking for early signs and those acting 

upon them. The recent tsunami catastrophe in Asia provides a more than telling example 

of the discrepancy between the possibility of early warning capabilities and the decision to 

install or use them. It is therefore important to look at early warning and monitoring 

activities when investigating risk governance. 

     Another major component of pre-assessment is the selection of conventions and 

procedural rules needed for a comprehensive scientific appraisal of the risk, i.e., for 

assessing the risk and the concerns related to it (see below). Any such assessment is based 

on prior informed yet subjective judgments or conventions articulated by the scientific 

community or a joint body of risk assessors and managers. These judgments reflect the 

consensus among the experts or are common products of risk assessment and management 

(for example by licensing special testing methods). Their incorporation in guiding 

scientific analyses is unavoidable and this does not discredit the validity of the results. Yet 

it is essential that risk managers and interested parties are informed about these 
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conventions and understand their rationale. On one hand knowledge about these 

conventions can lead to a more cautious apprehension of what the assessments mean and 

imply, on the other hand they can convey a better understanding of the constraints and 

conditions under which the results of the various assessments hold true.  

Risk Appraisal Phase 

     Risk appraisal includes the scientific assessment of the risks to human health and the 

environment and an assessment of related concerns as well as social and economic 

implications. The appraisal process is and should be clearly dominated by scientific 

analyses – but, in contrast to the traditional risk governance model, the scientific process 

includes both the natural/technical as well as the social sciences, including economics. We 

envision risk appraisal as having two process stages: first, natural and technical scientists 

use their skills to produce the best estimate of the physical harm that a risk source may 

induce (as described in the section on risk assessment below); secondly, social scientists 

and economists identify and analyze the issues that individuals or society as a whole link 

with a certain risk (as described in the section on concern assessment below). For this 

purpose the repertoire of the social sciences such as survey methods, focus groups, 

econometric analysis, macro-economic modeling, or structured hearings with stakeholders 

may be used.  

Risk Assessment 

     The purpose of risk assessment is the generation of knowledge linking specific risk 

agents with uncertain but possible consequences [19], [20]. The final product of risk 

assessment is an estimation of the risk in terms of a probability (or relative frequency) 

distribution of the modeled consequences (drawing on either discrete events or continuous 

loss functions). 

     As we have seen before it is crucial to distinguish between hazards and risks. 

Correspondingly, identification (i.e., establishing cause-effect link) and estimation 

(determining the strength of the cause-effect link) need to be performed for hazards and 

risks separately. The estimation of risk depends on an exposure and/or vulnerability 

assessment. Exposure refers to the contact of the hazardous agent with the target 

(individuals, ecosystems, buildings, etc.). Vulnerability describes the various degrees of 

the target to experience harm or damage as a result of the exposure (for example: immune 

system of target population, vulnerable groups, structural deficiencies in buildings, etc.). 

In many cases it is common practice to combine hazard and risk estimates in scenarios 

that allow modelers to change parameters and include different sets of context constraints. 

     The basis of risk assessment is the systematic use of analytical – largely probability-

based – methods which have been constantly improved over the past years. Probabilistic 

risk assessments for large technological systems, for instance, include tools such as fault 

and event trees, scenario techniques, distribution models based on Geographic 

Information Systems (GIS), transportation modeling and empirically driven human-

machine interface simulations [21], [22]. With respect to human health, improved 

methods of modeling individual variation [23], dose-response relationships [24] and 

exposure assessments [25] have been developed and successfully applied. The processing 

of data is often guided by inferential statistics and organized in line with decision analytic 

procedures. These tools have been developed to generate knowledge about cause-effect 

relationships, estimate the strength of these relationships, characterize remaining 

uncertainties and ambiguities and describe, in quantitative or qualitative form, other risk 

or hazard related properties that are important for risk management [21], [26]. In short, 
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risk assessments specify what is at stake, calculate the probabilities for (un)wanted 

consequences, and aggregate both components into a single dimension [27].  

     Risk assessment is confronted with three major challenges that can be best described 

using the terms ‘complexity’, ‘uncertainty’ and ‘ambiguity’. These three challenges are 

not related to the intrinsic characteristics of hazards or risks themselves but to the state 

and quality of knowledge available about both hazards and risks. Since risks are mental 

constructs, the quality of their explanatory power depends on the accuracy and validity of 

their (real) predictions. Unlike some other scientific constructs, validating the results of 

risk assessments is particularly difficult because, in theory, one would need to wait 

indefinitely to prove that the probabilities assigned to a specific outcome were correctly 

assessed. If the number of predicted events is frequent and the causal chain obvious (as is 

the case with car accidents), validation of what is cause and what is effect is relatively 

simple and straightforward provided that the statistical data is reliable. If, however, the 

assessment focuses on risks where cause-effect relationships are difficult to discern, 

effects are rare and difficult to interpret and variations in both causes and effects are 

obscuring the results, the validation of the assessment results becomes a major problem. 

In such instances, assessment procedures are needed to characterize the existing 

knowledge with respect to simplicity versus complexity, degree of uncertainty and level 

of ambiguity [28], [29], [13]: 

     Simplicity is characterised by situations and problems with low complexity, 

uncertainties and ambiguities. Examples include car accidents, smoking, regularly 

reoccurring natural disasters or safety devices for high buildings. Note that simplicity does 

not mean that the risks are low. The possible negative consequences could be very large. 

The point is that the values that are exposed are non-controversial and the uncertainties 

low. It is possible to rather accurately predict the occurrence of events and/or their 

consequences.   

     Complexity refers to the difficulty of identifying and quantifying causal links between 

a multitude of potential causal agents and specific effects. The nature of this difficulty 

may be traced back to interactive effects among these candidates (synergisms and 

antagonisms), positive and negative feedback loops, long delay periods between cause and 

effect, inter-individual variation, intervening variables, and others. It is precisely these 

complexities that make sophisticated scientific investigations necessary since the dose-

effect relationship is neither obvious nor directly observable. Nonlinear response 

functions may also result from feedback loops that constitute a complex web of 

intervening variables. The global decrease in biodiversity is an example of a risk situation 

that is characterised by high complexity. The destruction of natural habitats of endangered 

species, the intrusion of invasive species caused by globalised transport and travels and 

environmental pollution are only some influencing factors, of which the interdependencies 

are unknown to a large extent. Other examples of complexity include synergistic effects of 

potentially toxic substances and failure of large interconnected infrastructures.   

     Uncertainty refers to the difficulty of predicting the occurrence of events and/or their 

consequences based on incomplete or invalid databases, possible changes of the causal 

chains and their context conditions, extrapolation methods when making inferences from 

experimental results, modelling inaccuracies or variations in expert judgements. 

Uncertainty may result from an incomplete or inadequate reduction of complexity, and it 

often leads to expert dissent about the risk characterisation. Examples of high uncertainty 

include many natural disasters (such as earthquakes), possible health effects of mass 

pollutants, acts of violence such as terrorism and sabotage and long-term effects of 

introducing genetically modified species into the natural environment. For the terrorism 
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risk, the consequences of an attack can be fairly accurately predicted. However, the time 

and type of attack is subject to large uncertainties.   

     Ambiguity refers to different views related to: (i) the relevance, meaning and 

implications of the basis for the decision-making (interpretative ambiguity); or (ii) the 

values to be protected and the priorities to be made (normative ambiguity). What does it 

mean, for example, if neuronal activities in the human brain are intensified when subjects 

are exposed to electromagnetic radiation? Can this be interpreted as an adverse effect or is 

it just a bodily response without any health implication?  Examples of high interpretative 

ambiguity include low dose radiation (ionising and non-ionising), low concentrations of 

genotoxic substances, food supplements and hormone treatment of cattle. Normative 

ambiguities can be associated, for example, with passive smoking, nuclear power, pre-

natal genetic screening and genetically modified food. Normative ambiguity raises the 

question about the tolerability of the risk. It is based on the idea that there are varying 

legitimate concepts of what can be regarded as tolerable or acceptable. For example, 

genetically modified organisms (GMO) encounter a high level of opposition in the area of 

food, but are widely accepted in the area of medical applications, because they are 

associated with the hope for great benefits. 

Concern Assessment 

     Since risk is a mental construct there is a wide variety of construction principles for 

conceptualizing risk. Different disciplines within the natural and social sciences have 

formed their own concepts of risk; stakeholder groups, driven by interest and experience, 

have developed their specific perspective on risk; and, last but not least, representatives of 

civil society as well as the general public are responding to risks according to their own 

risk constructs and images. These images are called ‘perceptions’ in the psychological and 

social sciences and they have been intensely researched in relation to risk – as have their 

underlying factors [30] [31] [32] [33]. Risk perceptions belong to the contextual aspects 

that risk managers need to consider when deciding whether or not a risk should be taken 

as well as when designing risk reduction measures. 

     First of all it is highly important to know that human behavior is primarily driven by 

perception and not by facts or by what is understood as facts by risk analysts and 

scientists. Most cognitive psychologists believe that perceptions are formed by common 

sense reasoning, personal experience, social communication and cultural traditions [34], 

[35], [36], [37]. In relation to risk it has been shown that humans link certain expectations, 

ideas, hopes, fears and emotions with activities or events that have uncertain 

consequences. People do, however, not use completely irrational strategies to assess 

information, but, most of the time, follow relatively consistent patterns of creating images 

of risks and evaluating them. These patterns are related to certain evolutionary bases of 

coping with dangerous situations. Faced with an eminent threat, humans react with four 

basic strategies: flight, fight, play dead and, if appropriate, experimentation (on the basis 

of trial and error).  

     In the course of cultural evolution the basic patterns of perception were increasingly 

enriched with cultural patterns. These cultural patterns can be described by so-called 

qualitative evaluation characteristics [38]. They describe properties of risks or risky 

situations going beyond the two classical factors of risk assessment based on which risk is 

usually judged, i.e., level of probability and degree of possible harm. Here, psychologists 

differentiate between two classes of qualitative perception patterns: on the one hand risk-

related patterns, which are based on the properties of the source of risk; on the other hand 

situation-related patterns, based on the idiosyncrasies of the risky situation [39], [40], 

[38]. Considered together these qualitative evaluation characteristics can be sub-divided 
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into a limited number of consistent risk perception classes. In literature they are also 

called semantic risk patterns.  

     The most important policy question is how to treat risk perceptions in a policy arena 

that includes responses of different actors and the general public [40], [41], [42], [43]. 

There are two suggestions from opposite ends. The first position states that only scientific 

concepts of risk claim inter-subjective validity and applicability. The second position 

states that there is no overarching universally applicable quality criterion available in 

order to evaluate the appropriateness or validity of risk concepts. The IRGC has strong 

reservations with respect to both positions. IRGC advocates an approach by which the 

elements of what matters to the different groups when they conceptualize risk should be 

regarded as equally legitimate factors for inclusion within risk governance [44]. This 

position has major impacts on risk policy making and communication. Policy making 

needs to, inter alia, organize systematic feedback from society and, equally, to include risk 

perceptions as an important input to deciding on whether something should be done about 

a certain risk and, if so, what [45]. 

     Based on the results of risk assessment and the identification of individual and social 

concerns this second process stage also investigates and calculates the social and 

economic implications of risks. Of particular interest in this context are financial and legal 

implications, i.e., economic losses and liabilities, as well as social responses such as 

political mobilization. 

Characterizing and Evaluating Risks 

     The most controversial part of handling risks refers to the process of delineating and 

justifying a judgment about the tolerability or acceptability of a given risk [46]. The term 

‘tolerable’ refers to an activity that is seen as worth pursuing (for the benefit it carries) yet 

it requires additional efforts for risk reduction within reasonable limits. The term 

‘acceptable’ refers to an activity where the remaining risks are so low that additional 

efforts for risk reduction are not seen as necessary. 

     To draw the line between ‘intolerable’ and ‘tolerable’ as well as ‘tolerable’ and 

‘acceptable’ is one of the most difficult tasks of risk governance. The UK Health and 

Safety Executive has developed a procedure for chemical risks based on risk-risk 

comparisons [47]. Some Swiss cantons such as Basle County experimented with Round 

Tables as a means to reach consensus on drawing the two lines, whereby participants in 

the Round Table represented industry, administrators, county officials, environmentalists, 

and neighborhood groups [48]. Irrespective of the selected means to support this task, the 

judgment on acceptability or tolerability is contingent on making use of a variety of 

different knowledge sources. One needs to include the risk estimates derived from the risk 

assessment stage, and additional assessment data from the concern assessment within the 

appraisal stage. 

     Since the third of the above cases includes both of the other two, the process of judging 

the tolerability and acceptability of a risk can be structured into two distinct components: 

risk characterization and risk evaluation. The first step, ‘risk characterization’, determines 

the evidence-based component for making the necessary judgment on the tolerability 

and/or acceptability of a risk; the step ‘risk evaluation’ determines the value-based 

component for making this judgment. Risk characterization includes tasks such as point 

estimates of risks, descriptions of remaining uncertainties (as undertaken for instance in 

climate change models or risk studies on endocrine disruptors) and potential outcome 

scenarios including the social and economic implications, suggestions for safety factors to 

include inter-target variation, assurance of compatibility with legal prescriptions, risk-risk 



360                                                            O. Renn and P. Sellke 

comparisons, risk-risk trade-offs, identification of discrepancies between risk assessment 

and risk perceptions as well as of potential equity violations, and suggestions for 

reasonable standards to meet legal requirements [6]. Experts in risk characterization could 

also list the potential solutions or options that risk mangers could further consider. 

However, the selection and assessment of options to deal with the risk is located in the 

risk management phase. 

     The second step, risk evaluation, broadens the picture to include pre-risk aspects such 

as choice of technology, social need for the specific risk agent (substitution possible?), 

risk-benefit balances, political priorities, potential for conflict resolution and social 

mobilization potential. The main objective here is to arrive at a judgment on tolerability 

and acceptability based on balancing pros and cons, testing potential impacts on quality of 

life, discussing different development options for the economy and society and weighing 

the competing arguments and evidence claims in a balanced manner. 

     The distinction between the three challenges of risk assessment, i.e., complexity, 

uncertainty and ambiguity can also assist assessors and managers in assigning, or 

dividing, the judgment task. If a given risk is characterized by high complexity, low 

remaining uncertainties and hardly any ambiguities, it is wise to let the assessment team 

dominate the process of making tolerability/acceptability judgments. If, in contrast, the 

results of risk characterization lead to highly diverse interpretations of what they mean for 

society, it is advisable to let risk managers take the lead. 

Risk Management 

     Risk management starts with a review of all relevant information, in particular that 

from the combined risk appraisal, consisting of both a risk assessment and concern 

assessment whereby the latter is based on risk perception studies, economic impact 

assessments and the scientific characterization of social responses to the risk source. This 

information, together with the judgments made in the phase of risk characterization and 

evaluation, form the input material on which risk management options are being assessed, 

evaluated and selected.  

     At the outset, risk management is presented with three potential outcomes: intolerable 

situation (i.e., risk source needs to be abandoned or replaced or vulnerabilities need to be 

reduced and exposure restricted), tolerable situation (i.e., this means that the risks need to 

be reduced or handled in some other way within the limits of reasonable resource 

investments), or acceptable situation (this means that the risks are so small – perhaps even 

regarded as negligible – that any risk reduction effort is unnecessary). With regard to 

these outcomes risk managers may either face a situation of unanimity, i.e., all relevant 

actors agree with how a given risk situation should be qualified, or a situation of conflict 

in which major actors challenge the classification undertaken by others. The degree of 

controversy is one of the drivers for selecting the appropriate instruments for risk 

prevention or risk reduction. 

     If risks are classified as tolerable, or if there is dispute as to whether they are tolerable 

or acceptable, risk management needs to design and implement actions that make these 

risks acceptable over time. Should this not be feasible then risk management, aided by 

communication, needs at least to credibly convey the message that major effort is 

undertaken to bring these risks closer to being acceptable. This task can be described in 

terms of classic decision theory, i.e., in the steps shown in Table 4 of [49], [50].  
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Risk Management Strategies 

     Based on the distinction between complexity, uncertainty, and ambiguity it is possible 

to design generic strategies of risk management to be applied to classes of risks, thus 

simplifying the risk management process as outlined above. One can distinguish four such 

classes:  

• Simple risk problems: This class of risk problems requires hardly any deviation 

from traditional decision making. Data is provided by statistical analysis, goals 

are determined by law or statutory requirements and the role of risk management 

is to ensure that all risk reduction measures are implemented and enforced. It 

should be noted, however, that simple risks should not be equated with small or 

negligible risks. The major issues here are that the potential negative 

consequences are obvious, the values that are applied are non-controversial and 

the remaining uncertainties low. Examples are car accidents, known food and 

health risks, regularly reoccurring natural disasters or safety devices for high 

buildings. 

• Complex risk problems: For this risk class major input for risk management is 

provided by the scientific characterization of the risk. Complex risk problems are 

often associated with major scientific dissent about complex dose-effect 

relationships or the alleged effectiveness of measures to decrease vulnerabilities 

(for complexity refers to both the risk agent and its causal connections and the 

risk absorbing system and its vulnerabilities). The objective for resolving 

complexity is to receive a complete and balanced set of risk and concern 

assessment results that fall within the legitimate range of plural truth claims. It is, 

however, prudent to distinguish management strategies for handling the risk 

agent (such as a chemical or a technology) from those needed for the risk 

absorbing system (such as a building, an organism or an ecosystem). Addressing 

complex structures of risk agents requires methods for improving causal 

modeling and data quality control. With respect to risk absorbing systems the 

emphasis is on the improvement of robustness in responding to whatever the 

target is going to be exposed to. 

• Risk problems due to high unresolved uncertainty: According to the IRGC, the 

management of risks characterized by multiple and high uncertainties should be 

guided by the precautionary approach. Since high unresolved uncertainty implies 

that the (true) dimensions of the risks are not (yet) known, one should pursue a 

cautious strategy that allows learning by restricted errors. The main management 

philosophy for this risk class is to allow small steps in implementation 

(containment approach) that enable risk managers to stop or even reverse the 

process as new knowledge is produced or the negative side effects become 

visible. The primary thrust of precaution is to avoid irreversibility [29]. 

• Risk problems due to normative or interpretative ambiguity: If risk information is 

interpreted differently by different stakeholders in society – i.e., there are 

different viewpoints about the relevance, meaning and implications of factual 

explanations and predictions for deciding about the tolerability of a risk as well 

as management actions – and if the values and priorities of what should be 

protected or reduced are subject to intense controversy, risk management needs 

to address the causes for these conflicting views [51]. 
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     Our emphasis on governance rather than governments or administrations is meant to 

underline the importance that IRGC places on the inclusion of stakeholders and public 

groups within the risk handling process and, consequently, on the establishment of 

adequate public-private partnerships and participatory processes. In the context of this 

framework we define stakeholders as socially organized groups that are or will be affected 

by the outcome of the event or the activity from which the risk originates and/or by the 

risk management options taken to counter the risk. Involving stakeholders is not enough, 

however. Other groups, including the media, cultural elites and opinion leaders, the non-

organized affected public and the non-organized observing public, all have a role to play 

in risk governance [54].  

Risk Communication 

     Given the arguments about risk perception and stakeholder involvement, the IRGC 

believes strongly that effective communication has to be at the core of any successful 

activity to assess and manage risks. Risk communication is needed throughout the whole 

risk handling chain, from the framing of the issue to the monitoring of risk management 

impacts. The precise form of communication needs to reflect the nature of the risks under 

consideration, their context and whether they arouse, or could arouse, societal concern. 

     Communication has to be a means to both ensure that: 

• those who are central to risk framing, risk appraisal or risk management 

understand what is happening, how they are to be involved, and, where 

appropriate, what their responsibilities are, and, 

• others outside the immediate risk appraisal or risk management process are 

informed and engaged. 

     Effective communication, or the non-existence thereof, has a major bearing on how 

well people are prepared to face and cope with risk. Limited knowledge of and 

involvement in the risk management process can lead to inappropriate behaviour in 

emergency or risk-bearing situations (for example, when facing a pending flood or 

handling contaminated food or water). There is also the risk of failed communication: 

consumers or product users may misread or misunderstand risk warnings or labels so that 

they may, through ignorance, expose themselves to a larger risk than necessary. 

     Although risk communication implies a stronger role for risk professionals to provide 

information to the public rather than vice versa, it should be regarded as a mutual learning 

process. It also can be a vehicle to reconsider some earlier stages in the risk governance 

cycle such as assessment or evaluation. Concerns, perceptions and experiential knowledge 

of the targeted audience(s) should thus guide risk professionals in their selection of topics 

and subjects: it is not the task of the communicators to decide what people need to know 

but to respond to the questions of what people want to know (‘right to know’ concept, see 

[52]. 

Wider Governance Issues 

     When considering the wider environment of risk handling in modern societies, many 

classes of influential factors come into play. Only a few can be mentioned here. For 

example, the distinction between horizontal and vertical governance as introduced in the 

first section of this document can be helpful in describing and analyzing cases of risk 

handling in different countries and contexts [53]. In addition, the interplay between 

economic, political, scientific and civil society actors needs to be addressed when looking 

beyond just governmental or corporate actions. Further, looking at organizational capacity 

opens a new set of wider risk governance issues which relate to the interplay between the 
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governing actors and their capability to fulfill their role in the risk governance process. It 

is the goal of the IRGC to focus particularly on risk areas which have multidimensional 

and transnational implications, rather than revisiting classic areas of risk regulation by 

individual governments or routine risk handling by private corporations.  

5.     Conclusions 

     One of the main mandates of the IRGC is to assist risk/concern assessors and managers 

in exploring and handling risks and to promote effective and fair approaches for 

improving, and enhancing the visibility of, the present risk governance processes. IRGC’s 

aim is to offer guidance and advice on how to approach the complexities, uncertainties 

and ambiguities of risk issues and to promote a wider understanding of their 

interconnectedness and transgressional nature, particularly in relation to newly emerging 

systemic risks. To this end the IRGC is developing an integrative framework that takes 

into account scientific, physical, economic, social and cultural aspects and includes 

effective and appropriate engagement of stakeholders – not least to ensure that both risk 

appraisal and risk management strategies command the widest possible acceptance and 

support.  

     The framework has been designed, on one hand, to include enough flexibility to allow 

its users to do justice to the wide diversity of risk governance structures and, on the other 

hand, to provide sufficient clarity, consistency and unambiguous orientation across a 

range of different risk issues and countries.  

     This document, firstly, discussed a comprehensive risk handling chain, breaking down 

its various components into three main phases: ‘pre-assessment’, ‘appraisal’, and 

‘management’. The two intermediate and closely linked stages of risk characterization and 

evaluation have been placed between the appraisal and management phases and can be 

assigned to either of them, depending on the circumstances: if the interpretation of 

evidence is the guiding principle for characterizing risks, then risk and concern assessors 

are probably the most appropriate people to handle this task; if the interpretation of 

underlying values and the selection of yardsticks for judging acceptability are the key 

problems, then risk managers should be responsible. In an ideal setting, however, this task 

of determining a risk’s acceptability should be performed in a joint effort by both 

assessors and managers. At any rate, a comprehensive, informed and value-sensitive risk 

management process requires a systematic compilation of results from risk assessment, 

risk perception studies and other context-related aspects as recommended and subsumed 

under the category of risk appraisal. Risk managers are thus well advised to include all the 

information related to the risk appraisal in evaluating the tolerability of risks and in 

designing and evaluating risk reduction options. The crucial task of risk communication 

runs parallel to all phases of handling risk: it assures transparency, public oversight and 

mutual understanding of the risks and their governance. 
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